Installation Manual of DSC Signer service 7.0.1

IT CENTRE (EDP CENTRE) ECR/HJP

Welcome you to follow installation procedure of DSC Signer service 7.0.1 in

in your Desktop Computer System/Laptop. Kindly follow the steps properly

1) Please note that Java should be available on the system.
2) Type Control Panel in window search

Best match

@ Control Panel

Settings

2 Device Manager
IS system

Search the web

control pane!
Q

Q control pane! open

Q. control panel settings.
Q control pane! windows
Q control panel app

Q. control panel home

Q control panel windows 10

Q  control panel windows 11

B % ¢

3) Click on Control Panel
4) Click on Programs. Click on Uninstall program.

Adjust your computer’s settings

é User Accounts

é % Change account type

vith
ackul s o
W Appearance and Personalization
ﬁ Network and Internet ==
S Viewnetwork status and tasks A" Clock and Region
f
a== Hardware and Sound L Change date, time, or number formats
View es and printers <
‘ Add a device Ease of Access
Let gest settings
1 Programs Opt: isplay

| ' ! Uninstall a program

5) For checking about java, search java in the system in the program option of
control panel.




[ java - Control Panel\Programs\Programs and Features

< v 4 [Fl> ControlPanel > Programs > Programs and Features C e

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
% Turn Windows features on or
of Organize ~ =- 0
Name - Publisher Installed On  Size Version
[)sava 8 Update 361 (64-bit) Oracle Corporation 41772023 196MB 8036109

6) If Java is not available in the system, download it from website.
7) For downloading JAVA, it may be searched keyword like as “download
java” on your browser.

G download java

C @ % google.com/sea

al @ eOFF ) HRMS @) APAR & GOVMAIL @ Emailgov @ IPAS [B] IREPS » YouTube (O WhatsApp E3 PDF @ R1 1> CISCO

News Books Maps i More Tools

17 64-bit JOK For Android For Windows 10 Games Minecraft 18 For Windc

java.com > download » ie_manual

Download Java for Windows
Download or update your existing Java Runtime Environment (JRE, Java Runtime), also known
as the Java plug-in (plugin), Java Virtual Machine (JVM, VM

9) Download java from Website of Java.

Download Java for Windows

Version 8 Update 421 (filesize: 65.85 MB) Why is Java 8 recommended?
Release date: July 16, 2024

Important Oracle Java License Information

The Oracle Java License changed for releases starting April 16, 2019.

The Oracle Technology Network License Agreement for Oracle Java SE is substantially different
from prior Oracle Java licenses. This license permits certain uses, such as personal use and
development use, at no cost -- but other uses authorized under prior Oracle Java licenses may nc
longer be available. Please review the terms carefully before downloading and using this

product. An FAQ is available here.

Commercial license and support is available with a low cost Java SE Subscription.

Download Java



10) Click on Download. Select appropriate folder for downloading. Other

than Drive ‘C’ will be better.

£ OFFICE FORMS.

E office V7 upgradation

File name:

Saveastype: Application (".exe)

|~ erae
11) After downloading the Java , open the folder
:'_‘\_‘- Paused
Recent download history s

JavaSetup8u421.exe

2.3 MB « Done
12) Run the exe file.

(O Name B Date modified Type Size
|[5J JavaSetup8ud21.exe 9/5/2024 5:06 PM Application 2,310KB

13) Window security want permission to run the application . Allow it by

selecting the “yes” option.

Vst A g Gdn ol

Do yeu want o sl
changes toyour d




14) Click on the Install.

15) Java installation is in progress

16) Restore Java security prompts. Click on next.

17) Java has been successfully installed. Click on close.




Installation of DSC Signer Service

18) Let us first Check your system whether DSC Signer service _is already
installed in your system or not ?

19) Location of the DSC signer service is ‘Program Files’ folder of
“DRIVE:C” of your PC.

v Devices and drives

um : ; ’
M ACER (C) D OFFICE (D) DVD RW Drive (E) E MAHESH PERSONNAL (F:)
BN 0, G free of 269 GB BN 0 G frec of 465 B m BN ) < 6 free of 195 GB

€N Nrive (11 WD PROXK e

20) Open the folder Program files.

X+

J > ThisPC > ACER(C) >

N Sort = View

O Neame - D:
CrisSigner
Drivers
inetpub
Intel
IREPSSigner
MORPHORDLOG
OEM

PerfLogs

N (@ program Files s/

Program Files (x86)
ProgramData
Users

Windows

DumpStack.log

21) Open the folder Digital Signer Service

x %

Q > ThisPC > ACER(C) > ProgramFiles >

()] W N Sort = View

O Name Date modified Type

Adobe

Common Files

|° Digital Signer Service 1/10/2023 2:56 PM File folder

DriverSetupUtility

GhostTrap

Intel 22/2023 6:38 AM File folder
Internet Explorer 6/4/20249:56 AM File folder

IfanView 2/20 AM File folder



Open the folder of older version like 4.1.7 /6.0.1

PC > ACR() > ProgramFies > DighalSignerSenvice >
D N Sort = View

5] ——

CE W e Feie ]

23) Right Click on the older version of DSC signer service then uninstall
the DSC Service.

24) If you have not find in the programs list of control panel then, type
DSC signer service installer in search Window panel.

= o Apps  Documents  Web St

Best match

| n DSC Signer Service Uninstaller
App

Apps
[E s signer Service >

[ DSC-Signer Serviceee -in
Desktop

DSC_Signer_Service (1).exe >

[ DSC-Signer Senviceee-in
Downloads

Search the web

Q DSC signer Service - See more searc
results

Q. dsc signer service download >
Q_ dsc signer service not running >
Q dsc signer service 4.1 download >
Q_ dsc signer service eoffice >

FBTTWOrS T ENgNS NGy

Q DSC signer Servid o e [:] IO O T
Click on uninstall.
25) Window security option want permission to run the uninstaller. Give

permission by selecting “yes” option.

-

Do you want to allow this apyg
unknown publist
device?

2 from an
ner to make changes to your

Uninstalle




26) Click on uninstall.

DSC Signer Service Installer will be uninstalled from the following folder. Click Uninstal to start
the uninstallation.

Uninstaling from:  C:\Program Fies (x36)\DSC Signer Service\

27) Uninstallation completed. Close the popup menu.
B D5C Signer Service Installer Uninstall: Completed =
(8

Show details

28) Message also pop-up of successfully uninstallation of DSC signer
service.
ﬂ DSC Signer Service ta Un

G Successfully uninstalled DSC Signer Service from your system

Ch

A




29) Older version of DSC signer service can by uninstall from control panel
Type Control Panel in window search

Best match

3 Control Panel
| -

Settings

2 Device Manager
I system

Search the web

control panei - see e seae

Q control panel open

Q control panel settings
Q. control pane! windows
Q control panel app

Q. control panel home

Q. control panel windows 10

Q. control pane! windows T1

Q control panel o e

30) Click on Control Panel
31) Click on the Programs.
32) Click on Uninstall program.

Adjust your computer’s settings View by: Cz

System and Security . User Accounts

Review your computer's status a

J Change account type
Save backup copies of your files with File History @ e e
Backup and Restore (Windows 7)

s
ﬁ Appearance and Personalization
“ Network and Internet

View network status and tasks B Clock and Region
p
== Hardware and Sound & Change date, time, o number formats
View devices and printers
b oy Ease of Access
Let Windows suggest settings

Programs Optimize visual display
! Uninstall a program

33) Open the Control Panel
34) Search DSC.




35) If DSC is already installed then of DSC service can be seen in the list
displayed. Uninstall older version from here.




INSTALLATION OF DSC Signer service 7.0.1or 7.0.2
36) It is also available on the Website of IT Centre of ECR
(http://68.183.86.180/)

° - 0

v QR @H a0 g

) EAST CENTRAL RAILWAY

WELCOME TO IT CENTRE ECR

/AONE STEP DESTINATION FOR IT DEVELOPMENT FOR EC RAILWAY

37) Select the tab Utilities

€ C @  ANotsecue 6818386.180 & % 0 & A pasy

1 Gmail @ eOFF @ HRMS @ APAR & GOVMAL (@ Emailgov @ IPAS [B] REPS » YouTube (O WhatsApp EIPDF @fR1 (> CSCO @fR2 @ MCentreECR [f] 5B @ ACMS @ ZooM g TELDR spamow [] Imported @) ITCADRE (@ SBITRADES By GTRANS

TRAL RAILWAY Home  Vision  Services  Applications = Utiities  Morev  Contact

Utilities
FORMS SOFTWARES HELP FILE

Forms Softwares Help File

1:
15 N 1z
2

38) Select Digital Signer Service.
& oie Wl o |

e ) ——
Digital Signer Services bowadsl  (VZ] 8

@: New! Keyboard shortcuts Drive keyboard shortcuts have been updated to give you first-letters navigation Seeshortcuts X
Name 4 Owner Last modified v File size
vice.0.1Wind llerx6.zip &% Owner hidden Mar 15,2023 MiMB

39) Download the file of zip file of Digital Signer service 7.0.1
& orive

Digital Signer Services pownloadall (V=] 88
@ New! Drive keyboard shortcuts have been updated to give you first-letters navigation See shortcuts. X
Name 4 Owner Last modified v File size

an Owner hidden Mar 15,2023 mime




You may be download it directly from the link provided.

C M > /drive.google.co

41) Click on download.

Couldn't preview file
There was a problem with the preview.

‘i‘w

42) Click on download anyway.

Google Drive can't scan this file for viruses

DigitalSignerServicev7.0. 1Windowslnstallerx64 (1).zip (114M) is too large for
Google to scan for viruses. Would you still like to download this file?

[ Download anyway |

43)  Save it on the appropriate place. Preferably other than Drive- ‘C’

File name: | DigitalSignerServicev7.0.1Windowsinstallencéd (1)zip
Saveastype: WinRAR ZIP archive ("zip)

Hide Folders [ save Cancel

44) Open the folder.

- DigitalSignerServicev7.0.IWi 4 [ }

lerx64 .zip
114 MB » Done Show in fold

45) There are two folder: -
a. DSC Signer service 7.0.1/ 7.0.2 Window.
b. Pre-Requisites.

O Name Type Compressed size Password ... ~ Size Ratio Date modified

DigitalSignerService 7.0.1 Windo...  File folder 9/19/2022 5:41 PM

Pre-Requisites File folder 9/5/2022 3:17 PM



46) There are two files. 1% one is batch file to check the system details and
2™ one is executable file to install the Digital signer service 7.0.1/7.0.2.

> ThisPC > DOFFICE(D:) > DigitalSignerServicev7.0.1Windowslnstallerx64 .zip > DigitalSignerService 7.0.1 Windows Installer x64

N Sort = View (S Extractall
O Name Type Compressed size Password ...  Size Ratio Date modified
[E] Check System Details.bat Windows Batch File 1KB No 3KB 70%
P Digital Signer Service 7.0.1_x64.msi Windows Installer Package 116,240KB  No 118460KB 2%

47) Double click the Digital Signer Service 7.0.1 file to install the signer

SCrviCces.
L e sy st S RE—— - A—— N —
|H Digital Signer Service 7.0.1 x64....  Windows Installer Package 116,240KB  No 118460KB 2% 9/12/2022 1:01 PM

48) Click on next.

"3 Digital Signer Service 7.0.1 Setup X

Welcome to the Digital Signer
Service 7.0.1 Setup Wizard

g ) The Setup Wizard will allow you to change the way

o1 Digital Signer Service features are installed on your
computer or even to remove Digital Signer Service from
your computer. Click Next" to continue or "Cancel” to
exit the Setup Wizard.

coffice

coe

49) Accept the term and condition.

i Digital Signer Service 7.0.1 Setup

End-User License Agreement E )
Please read the following license agreement carefully =

Terms & Conditions I

The following terms have meanings as described below:
“Application” - Digital Signer Service (Any version)
© 1 accept the terms in the License Agreement

(O1do not accept the terms in the License Agreement

eOffice Project Division - NIC

<o o



50) Click on next.

b | Digital Signer Service 7.0.1 Setup =

Select Installation Folder
This is the folder where Digital Signer Service 7.0. 1 will be installed.

To install in this folder, dick Next". To install to a different folder, enter it below or dick

“Browse”.

Folder:
| c:\Program Fies\Digital Signer Service\7.0.1\ v| Browse...

=Office Project Division - NIC

<os o

51) Give permission to install SSL Certificate. Select option ‘Yes’. Then
click install.

"M Digital Signer Service 7.0.1 Setup

Ready to Install
The Setup Wizard is ready to begin the Digital Signer Service 7.0. 1 installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Do you want to install SSL certificate?
Oves
ONo

NOTE: SSL certificate is mandatory, without SSL certificate, Digital
Signer Service will not work properly. If you are a single user kindly
choose "Yes".

eOffice Project Division - NIC

oo o

52) Click on next.

L= UIGIal JIYNIET JTIVILE 7.U. 1 JELUP

Installing Digital Signer Service 7.0.1

Please wait while the Setup Wizard installs Digital Signer Service 7.0.1. This may
take several minutes.

Status:

eOffice Project Division - NIC

Next > Cancel



53) Give permission to install the certificate. Click on ‘Yes’.

Security Warning

You are about to install a certificate from a certification
‘,JA authority (CA) claiming to represent:

eOfficeCA2022

Windows cannot validate that the certificate is actually from

“eOfficeCA2022". You should confirm its origin by contacting
“eOfficeCA2022°. The following number will assist you in this
process:

Thumbprint (shal): 546D27D0 B30ASD00 BA41C40D AQ7CE6C4
9ABEDA79

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes™ you acknowledge this risk.

Do you want to install this certificate?

54) Click on Finish.

¥ Digital Signer Service 7.0.1 Setup X

Completing the Digital Signer
Service 7.0.1 Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

& view readme file

Launch Digital Signer Service 7.0.1

s Centre. All
d its use

ense agre:

eOffice

55) A text file will open after successful installation.



56) Contents of text file are as under:-
Instructions:

1. Digital Signer Service v7.X.X uses port 55103 for HTTPs.
2. This service will be consumed by any NIC web application using DSC.
3. User can't use DSC without installing this service.

57) A pop-up window appear as confirmation ¢ Digital Signer Service has
been started successfully.

Startup Message X

'0' Digital Signer Service has been started successfully.

58) Now, open the 2™ folder, “Pre-Reqisits”, of downloaded zip file .
‘DigitalSignerServicev7.0.1 WindowslInstallerx64’.

ThisPC > DOFFICE(D:) > DigitalSignerServicev7.0.1Windowsinstallerx64 .zip > Searc

T Sort = View (& Extractall
® Name - Tpe Compressed size Password .. | Size Ratio Date modified
DigitalSignerService 7.0.1 Windo...  File folder
I Pre-Requisites File folder 9/5/2022 3:17 PM
59) Sometime Certificate (e-OfficeCA2022 ) is not installed automatically

and either pop window of SSL Certificate installation window (

or Digital Signer Service starting message(

). Then install import/install the certificate from here.



60) Open the e-Office CA2022 file.

ThisPC > DOFFICE(D:) > DigitalSignerServicev7.0.1Windowslnstallerx64 .zip > Pre-Requisites

® W N Sort = View (8 Extractall aes
O Name Type Compressed size Password ...  Size Ratio Date modified
@ DigitalSignerServiceTest.html Chrome HTML Document 2KB No 4KB 65% 11/11/20
|9'_ﬁ.l OfficeCA2022.cer Security Certificate 1KB No 1KB 18% 9/5/2022 2:06 PM

61) A Pop-up Window open. Click on Open.

Open File - Security Waming

Do you want to open this file?

Name: 2ip.24c\Pre-Requisites\eOfficeCA2022.cer
A publisher: Unknown Publisher

Tpe: Security Certificate

From: C:\Users\Acer\AppData\Local\Temp\63c45027-9931-4e...

While files from the Intemet can be useful, this file type can potentially

| | harm your computer. I you do not trust the source, do not open this

s ¥ P ¥ P
software. What's the risk?

62) Click on Install Certificate.

a | Certificate 5

General Details Certification Path

§ Certificate Information

for the

Issued to: eOfficecA2022
Issued by: eOfficeCA2022

Vahd from 5/29/2022 to 8/27/2028

Install Certificate. ..

63) Click on next.

£ Cerificate Import Wizard

Welcome to the Certificate Import Wizard

, certicate bustlists,
fists from your disk to a cerbficate store.

Acertfiate, thor

ectons. e

Store Location
© Current User
O'Local Machine:

To continue, cick Next.

Next Cancel




64)

65)

66)

Click on next.

& & Cetificate Import Wizard

Certificate Store

Certifi are he kept.

Windows can automaticaly select a certificate store, or you can spedify a location for
the certificate.

© Automaticaly select the certificate store based on the type of certificate:
(O Piace all certificates in the following store

Click on finish.

& & Centficate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imported after you click Finish.

You have spedified the folowing settings:
Automaticaly determined by the waard
Content Certificate

Certificate will import successfully.

L1

' Certificate Import Wizard X

0 The import was successful,



67) Verify the Installation: -

Open the html file to run the link to verify the successful installation of
new DSC Signer Service 7.0.1/7.0.2 in your system: -

https://eoffsigner.eoffice.gov.in:55103/check/isLive

ThisPC > DOFFICE(D) > DigitalSignerServicev7.0.1Windowslnstallend64 zip >~ Pre-Requisites

B W MNstv Svewr [etetal e
0 Name Type Compressedsize  Password... Size Ratio Date modifed
\l@ DigtalSignerSenviceTesthtml  Chvome HTML Document 28 No 48 6% 11120 1028PM
5 eOfficeCA2022.cer Securty Ceticate KB No KB 18%

68) A pop-up window of running Digital Signer Service 7.0.1/7.0.2 on port
55103 in your system will appear. Click on Hide Service.

e@ffice Digital Signer Service '“

v7.0
A DIGITAL WORKPLACE SOLUTION

Welcome to Digital Signer Service 7.0.1.
Service is configured on port 55103.

NOTE :If you want to stop the Digital Signer Service running on your system
then click "Stop Service" button.

69) If still above message not show then open the DigitalSignerService-
7.0.1 jar file with Java platform. For this follow the steps given as under:-
a. Open Drive: C

> ThisPC >
@ N Sort 3 View

Devices and drives

] ACER (C) D OFFICE (D) DVD RW Drive (E) E MAHESH PERSONNAL (F:)
— —_—
194 GB free of 269 GB — 296 GB free of 465 GB — 70.5 GB free of 195 GB

AAAAAAAAAAAAAAAAAAAA

b. Open Program Files

ThisPC > ACER(C) >

W TL Sort

]
<

IREPSSigner

MORPHORDLOG

OEM

PerfLogs

[@~ Program Fites 5/8/2024 3:03 PM




c. Open the Digital Signer Service file

ThisPC > ACER(C) > Program Files >

(i) \uj M Sort = View
O Name . Date modified Type Size
" Adobe File folder
= Common Files 22/202 File folder
[@ oigital Signer service 9/5/2024 413 PM File folder
| 7 DriverSetupUtility 4/12/2022 401 PM File folder

d. Open the folder 7.0.1/7.0.2

> ThisPC > ACER(C) > ProgramFiles > Digital Signer Service >

@D W N Sort = View

O Name - Date modified Tpe Size

l- s 7.0.1 9/5/2024 4:13 PM File folder

e. Open the data folder

ThisPC > ACER(C) > ProgramFiles > Digital Signer Service > 7.01 >

D W N Sort = View

O Name Date modified Type Size

|. " data 9/5/2024 413 PM File folder

f. For open the Digital Signer Service-7.0.1 jar file with Java platform,
Right Click on Digital Signer Service-7.0.1 jar file.

> ThisPC > ACER(C) > ProgramFiles > Digital Signer Service > 7.0.1 > data

B B W N s = View
O Name - Date modified Type Size
addssl.bat 9/5/202212:17PM Windows Batch File 1K8
|!|g DigitalSignerService-7.0.1jar 9/5/2022 2:23 PM Executable Jar File 42,617K8

g. Select the option open with. Select JAV

Digital Signer Service
v7.0

Welcome to Digital Signer Service 7.0.1.
Service is configured on port 55103.

NOTE :If you want to stop the Digital Signer Service running on your system
then click "Stop Service" button.

o




Register DSC in e Office.

70) Attach your DSC (Digital Certificate) Token in your system.

71) Make sure Proxy Token tool is running properly in your system. If not
running then install the driver of the token. Update the token.

72) For Registration, Login in your e-Office.

73) Click on File Management System.

74) Click on the menu “Register for signing”.
! |

75)

eived Letters



76) Click on Register DSC

Validity | Enroll Date | User Name

77) Now DSC token is registered successfully message appear.



Contact us at

Ph- 0612-2784700 (Ext-22222,22116)
Email- sredpm@ecr.railnet.gov.in

I'T CENTRE (EDP CENTRI )
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